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ONLINE-ICS – EFFICIENT, FOCUSED, FINIA-SUITABLE 
Why is an internal control system (ICS) needed? 

The obligation to introduce an ICS is not an invention of FinIA (Financial Institutions Act), which came into force in January 2020. The Swiss 
Code of Obligations has for some time required larger Swiss companies to implement an ICS as a risk management tool (Art. 728a). The CISA 
(now the FinIA) also explicitly prescribed the requirement of an effective ICS for asset managers of collective assets. With the FinIA, this 
obligation is now extended to all prudentially supervised financial service providers (regardless of size and business model). 

In addition to this regulatory requirement (without an effective ICS, the FINMA licence will not be granted), it should not be forgotten that 
with the ICS, the management and board of directors have a valuable tool at their disposal to systematically identify risks in their company and 
to counter them in a timely and effective manner through control activities. 

The online ICS of SwissComply at a glance 

The SwissComply ICS solution effectively supports executive management and the board of 
directors in their task of analysing, managing and controlling corporate risks. With the 
three-step risk management process, the software covers all FinIA requirements for an 
effective ICS: 
▪ Efficient annual risk analysis and control along predefined (and expandable) risk 

dimensions 

▪ Risk control function with automatic e-mail notification and reminder 

▪ SwissComply Standard Risk & Control Set with all necessary risk dimensions and 

controls, which are constantly adapted to changing regulatory requirements 

▪ Dashboard for designated risk managers/managing directors (with statistics and 

reporting functions) 

 

Further information and demo version 

For further information please visit our website www.swisscomply.ch/iks. We are happy to answer your questions or give you an online 
presentation. 
 

Your contact persons 

Stefan Baumann, Partner Phone +41 44 515 97 02 stefan.baumann@swisscomply.ch 
Kaspar Wohnlich, Partner Phone +41 44 515 97 01 kaspar.wohnlich@swisscomply.ch 

Technical specifications 

▪ "Software as a Service" (cloud solution) 

▪ Suitable for all current operating systems 

and web browsers 

▪ No on-site installation necessary 

▪ Secure communication through encrypted 

data transfer 

▪ Operation of the solution (hosting) and 

storage of the backups in Swiss data 

centers 

 
Risk analysis & control 

Key functions of SwissComply ICS: 

• Risk tree according to FINMA audit criteria 

• Excel and Word export  

Risk control 

Key functions of SwissComply ICS: 

• E-Mail notifications and reminder 

• Delegation function 
 

Reporting & audit 

Key functions of SwissComply-ICS: 

• Excel and Word reports 

• Audit trail  
 

Risiko Nummer Risiko Titel DE Beschreibung DE Bereich Trifft zu Inhärentes Risiko Trend Inhärent Residuales Risiko Trend Residual Assessment Datum Assessiert durch Kommentar
A01 General Aspects of Corporate Governance To ensure adequate expertise and good reputation of board members / 

management and the existence of an adequate corporate governance setup: 

Risk of non observance of established framework of internal controls; risk of 

having a deficient ICS, missing competition clause (Art.104 KAG), missing 

definition power of attorney

SC-KAG Yes Very High       Risk Low       Risk 22.01.2020 IKS Admin Demo, SWCO

A02x Management Reporting Risks of audit reports not available on time or being reviewd by the board, 

missing management reports for adequate decision taking.

SC-KAG Yes Medium       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

A03x Market Environment Set of risks generically related to the business environment SC-KAG Yes Medium       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

A04x Liquidity Risk Risk of not being able to serve creditor's claims SC-KAG Yes High       Risk Low       Risk

A05x Strategic Risks Risk of wrong strategic decissions in term of business cycles, products or 

technology or the inability to react to unforeseen changes in a timely manner.

SC-KAG Yes Low       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

A06x Counter Party Risks Risk of counter party default or other contract breach. SC-KAG Yes Low       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

C01 Internal Risk and Control Setup Risk of misalignment of articles of incorporation with roles and 

responsibilities or organigram that does not reflect the actual setup.

Risks related to the non implementation of an effective internal risk- and 

control framework with adequate separation of duties.

Risk of insufficient expertiese of employees. 

SC-KAG Yes       Risk       Risk

C02 Contract/Policy Management Set of risks related to contract management (e.g., non existing or outdated 

contract inventory, incomplete) resulting in breach of contract, law etc.

SC-KAG Yes       Risk       Risk

C03 Policies and Procedures Risks related to the lack / poor management of policies that can lead to non 

compliance with organizational rules.

SC-KAG Yes       Risk       Risk

C04 Information Management & IT Systems Risk of not having an IT strategy, organization and IT infrastructure, as well as 

having an inadequate  information management (data availability, integrity 

and confidentiality)

SC-KAG Yes High       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

C05 GDPR Risk of not being compliant with GDPR or Swiss equivalent SC-KAG Yes Low       Risk Low       Risk 03.12.2019 IKS Admin Demo, SWCO

C06 Business Continuity Management (BCM) Risk of not being able to continue business operations after a desaster (cyber 

attack, infrastructure failure, malicious manipulation)

SC-KAG Yes       Risk       Risk

C07 Outsourcing/Delegation Risks related to inadequate outsourcing control and setup (inadequate 

contract, monitoring, expertise)

SC-KAG Yes       Risk       Risk

C08 Investment Decision Process Risk of missing framework for the investment process (inadequate setup and 

documentation,  expertise, delegation agreements, monitoring of decisions 

and transactions)

SC-KAG Yes       Risk       Risk

C09 Investment Rules & Strategy Investments not monitored or not in line with the company's investment 

strategy/policies,  law, applicable restrictions or contracts (e.g., prospectus, 

client contract).

SC-KAG Yes       Risk       Risk

C10 Investment Valuation/NAV Risk of deficient evaluation of investments leading to regulatory exposure or 

faulty reports.

SC-KAG Yes       Risk       Risk

C11 Transactions with Derivatives Risks related to exposure, insufficient regulatory reporting or non 

existing/inadequate policy (adequate counter parties, place of exchange).

SC-KAG Yes       Risk       Risk

C12 Reporting Duties Set of risks associated with the non compliant or incorrect third party 

reporting - e.g., MROS, FINMA, SNB, Tax Authority such as stamp duty, fraud, 

breaches etc.

SC-KAG Yes       Risk       Risk

C13 Distribution/Placement Risks related to insufficient policy, unfullfilled protocol requirements, missing 

transparency of remuneration, inadequate contracts

SC-KAG Yes       Risk       Risk

D01 Minimum Capital Requirements & Capital Adequacy (Eigenmittel / 

Mindestkapital)

Risk of not complying with the continously required capital requirements by 

the regulatory authority

SC-KAG Yes       Risk       Risk

E01 Anti Money Laundering & Against Terrorism Financing Risk related to an insufficient AML/Against Terrorism Financing framework 

and organisational setup (policies, monitoring, training, identification of 

potential high risk business relations and ultimate beneficiary) and ongoing 

monitoring

SC-KAG Yes High       Risk Low       Risk

E02 Obligation of Care, Loyality and GoodFaith Risks arising from the violation of the duties of care, loyalty and good faith 

(prospectus, information distribution), including market manipulation.

SC-KAG Yes       Risk       Risk

E03 Suitability & Appropriateness Risks arising from a faulty assessment of client's investment knowledge and 

risk resiliance.

SC-KAG Yes       Risk       Risk

E04 Cross Border Business Risk of operating in countries for which the Company has no permission or is 

lacking the appropriate knowledge and training. Engaging in legally non-

permissible operations abroad due to lack of awareness.

SC-KAG Yes       Risk       Risk

E05 Investment Advisory Risk of missing protocolls or client categorization/assessment SC-KAG Yes       Risk       Risk

G01 Finances Risk of not managing or monitoring the finances (revenues, creditor/debitor 

management, etc.) as well as financial reporting (annual report)

SC-KAG Yes       Risk       Risk

H01 Social Securities Risks of outstanding social securities payments leading to legal risks as well as 

misappropriation of pension plan.

SC-KAG Yes       Risk       Risk

Risk Risk Assessment


